FedLine Advantage (FLA)

Wire Transfers
Note: Fedline Advantage is an Internet-based suite of applications that enable financial institutions to process wire transfers, ACH, and other Fed services. This audit program addresses FedLine Advantage security and controls (including ACH and wire transfers), but does not address ACH activities; only wire transfer activities are covered.
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Audit Objectives:

· To determine the existence and adequacy of controls over FedLine Advantage and wire transfer processing.
· To determine that wire transfer transactions conform to credit union policies and procedures.
· To ascertain the credit union’s compliance with regulations.
Audit Procedures:

Physical Controls FedLine Advantage (FLA)
WT1
	Audit Step
	Comments
	W/P Ref
	By:

	Document the location of the VPN and personnel who have access. Ensure the VPN is in a secure location.
	
	
	

	Ensure that staff in charge of the VPN location understand that the VPN cannot be moved to any location other than the credit union premises without the Federal Reserve Bank’s prior written consent.
	
	
	

	Verify that FedLine security tokens are secured at all times.

· At various times throughout the audit observe that tokens are removed from the PC when the employee is not at the PC.
· Tokens should be retained by the employee at all times.

· Determine that the tokens are secured at night (it is preferred that employees take them home).
	
	
	


Audit Procedures:

Technical Controls FedLine Advantage (FLA)
WT2

	Audit Step
	Comments
	W/P Ref
	By:

	Verify that anti-virus software is installed and configured to be active at all times on the PCs authorized for FLA.

· Confirm the version is currently under support by the vendor.
· Confirm updates are completed regularly.

· Confirm that full-system virus scanning is done regularly.
	
	
	

	Determine whether personal firewall software is installed on the PCs authorized for FLA.

· Confirm the software is active.

· Confirm the software cannot be disabled by the PC user.

· Confirm the software is properly configured to allow only necessary ports and services.
· Verify that appropriate alerting capabilities are enabled.
	
	
	

	Ensure there are strong network access control mechanisms in place to protect the VPN from unauthorized internal network access and external Internet access. At minimum, there should be:

· A credit union-wide firewall system to prevent external attacks, including intrusion detection systems.
· Security policies to ensure that unauthorized or unintended network access to the VPN is prevented.

· Monitoring and alerting mechanisms to detect unauthorized or unintended access to the VPN.

· Controls in place to ensure that risk associated with remote access has been minimized.
	
	
	


Audit Procedures:

Access Controls FedLine Advantage (FLA)
WT3

	Audit Step
	Comments
	W/P Ref
	By:

	Obtain a copy of the current Official Authorization List for the credit union’s master Fed account (the list can be obtained from the corporate file room, in the folder labeled Federal Reserve Bank). 

· Verify that the authorized signers on the Fed account are current and authorized by the board.
· Verify there is a process in place to periodically review the list and update if necessary (this process is considered adequate if signers are updated whenever changes occur).
	
	
	

	Obtain a copy of the EUAC designation forms and verify that the EUACs are current and properly authorized.

· Verify there is a process in place to periodically review the list and update if necessary.

· Verify there are at least 2 EUACs.
	
	
	

	Have the EUAC obtain the Subscriber and Roles Report from the Federal Reserve support area. Verify that:

· All users are current.

· No staff member has more than one credential.

· Access capabilities are necessary for the job.
	
	
	

	Have the EUAC obtain the Event Tracker Report from the Federal Reserve support area. Verify that:
· Terminated employees are deleted timely.

· There is no unusual activity, such as an unrecognized user removed (could indicate the addition of an unauthorized user) or an incorrect e-mail address.

· Verify there is a process in place to periodically review the list and update if necessary.
	
	
	

	Determine that at least one Funds Supervisor has been designated and that he/she cannot originate or verify wires.

· In separate transactions, ask the Funds Supervisor/s to attempt to initiate and to verify a wire (the transactions should fail).
	
	
	

	Through interviews, determine that FLA users are aware of their password and token responsibilities as specified in the FRB’s Password Practice Statement.
	
	
	

	Determine who receives the Password Practice Statement (PPS) and Certification Practice Statement (CPS) and that these items are properly communicated to subscribers and others as necessary.
	
	
	


Audit Procedures:

Operational Controls FedLine Advantage (FLA)
WT4

	Audit Step
	Comments
	W/P Ref
	By:

	Verify that the credit union’s information security program includes controls for FLA, specifically the VPN and how it is protected.
	
	
	

	Verify that FLA documentation and installation software CDs (connection utility and token driver) are treated as confidential. Verify that:
· Only authorized personnel have access.

· Electronic documentation is not stored in a public or shared directory.

· Installation CDs are destroyed or returned to FRB when replaced with updated versions or no longer needed.
	
	
	

	Confirm that the latest security patches are installed in PCs authorized to access FLA. Select a sample of one or two patches from the last couple of months to verify the patch management process is effective and includes PCs used to access FLA.
	
	
	

	Verify that when employees with FLA access terminate their employment, there are procedures in place for: 

· The EUAC to immediately remove the employee’s access to FLA.
· The security tokens to be retrieved and destroyed.

· The FLA software to be removed from the PC of the terminated employee unless the PC will continue to be used as a designated FLA PC.

· The removal of access to VPN by the PC if it will no longer be a designated FLA PC.
	
	
	

	Determine if available templates with one or more recurring attributes (destinations, senders, receivers, amounts, etc.) are in use to increase efficiency. Templates could be used for repetitive items such as wires sent by the Real Estate department, for example.

Note: This audit step is to check for efficiencies; however, it is not an operational deficiency if the templates are not used.
	
	
	


Audit Procedures:

Service Controls FedLine Advantage (FLA)
WT5

	Audit Step
	Comments
	W/P Ref
	By:

	Select a few expired service alerts (accessed by a subscriber via the FLA home page). Interview management regarding the resolution of the alerts, as needed (some alerts may not require action).
	
	
	

	Observe a Funds Supervisor log on to FLA, confirming proper custody and use of the security token and password. Have the Funds Supervisor navigate to the home page, then to Processing Options under the Tools and Preferences menu. Determine the reasonableness of the following options:

· Under the Settings tab, the maximum wire amount should be set to a reasonable level, matching the credit union’s experience.

· Under the Verification tab

· The Key:$Amount should be selected to set the message verification requirement.

· The Verifier option should be set to “must be different from Enterer and Last Updater” to prevent one user from performing alone.

· The “Verify non-value messages” option should be checked.

· The “verify value messages over and including” option should be set at $0.00.

· Under the E-mail Notification tab, email addresses of persons designated to be notified of incoming messages and rejected messages can be designated. Determine the reasonableness of the designated recipients (there should be more than one recipient).
	
	
	

	Have a Funds Supervisor navigate to the Application Audit Log and examine changes to key processing options. Confirm there have been no unauthorized changes to the key processing options. Determine whether an EUAC periodically examines the log for unauthorized changes.
	
	
	


Audit Procedures:

Security
WT6
	Audit Step
	Comments
	W/P Ref
	By:

	Review the wire transfer policies and procedures and evaluate their adequacy.
	
	
	

	Review any prior audits and note the disposition of exceptions. Comment on unresolved items.
	
	
	

	Review the credit union’s business continuity plan to ensure that wire transfer operations and FLA are included. 
· Determine the adequacy of the location of the envelope containing the secret numbers to be used for offline wires.

· At least one preconfigured and tested PC should be available at the Northridge branch. Two PCs would be preferred so that the initiating user would not have to log off while the verifying user logs on.

· Determine that the back-up system is tested at least annually.

· Ensure procedures addressing back-up manual operating procedures are adequate. 

· Verify the VPN dial back-up works.
	
	
	

	Evaluate the adequacy of separation of duties among wire transfer personnel. Ensure that:

· The person who receives wires does not also post the wires to member accounts.
· The person who receives and transmits wires does not also reconcile the applicable general ledger accounts.
· The person who receives and transmits wires does not also complete the Fedwire balancing function each day.
· The person who is involved in wire transfers does not reconcile the monthly WesCorp statement.
	
	
	

	Obtain three months’ worth of general ledger reconciliations for the applicable accounts

· Determine how any reconciling items were cleared and why they were outstanding
	
	
	


Audit Procedures:

Outgoing Wires
WT3
	Audit Step
	Comments
	W/P Ref
	By:

	Document the procedures followed in sending outgoing wires. Include:

· Branches

· Call Center

· Real Estate Lending
	
	
	

	Select a sample of outgoing wires:
· Agree the information on the outgoing wire request form to the automated funds transfer record of transaction.
· Verify approval by an authorized signer.
· Verify that the correct form was used, depending on the originating department.
· Verify that the form was completed properly.
· Verify identification used, depending on the originating department.
· Verify that OFAC was checked as needed.
· Verify that the account was debited and the appropriate fee was charged.
· Verify that callback procedures were used (ensure that the callback was initiated by someone other than the originating employee).
· Verify that approved amounts are within the authorized signer’s limit.
· Trace the wire to the general ledger. Trace the debit received from WesCorp.
· Review the balancing procedures at the end of the day.
· Verify that each outgoing wire is compared against the OFAC list prior to transmission and that documentation is retained.
	
	
	

	Review the outgoing wire log:

· Trace all selected items to the log.
· Ensure that the log is searchable by account number or name.
· Review for any possible suspicious activity.
	
	
	

	Determine that staff is aware of the need to be aware of possible suspicious activity and to notify internal audit personnel.
	
	
	


Audit Procedures:

Incoming Wires
WT3
	Audit Step
	Comments
	W/P Ref
	By:

	Document the procedures in place for processing incoming wires.
	
	
	

	Select a sample of incoming wires:

· Trace the wire to the general ledger and to the member’s account (should be credited promptly)

· Ensure that the wire information matches the member’s information.
· Verify that each incoming wire is compared against the OFAC list prior to posting and that documentation is retained.
	
	
	

	Review the incoming wire log:

· Trace all selected items to the log.
· Ensure that the log is searchable by account number or name.
· Review for any possible suspicious activity.
	
	
	

	Determine that staff is aware of the need to be aware of possible suspicious activity and to notify internal audit personnel.
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