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Internal Fraud Red Flags
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Characteristics
In general, fraud perpetrators tend to be:

• In a position of trust

• Mostly high school educated

• Females versus males

• Have a family/children

• Involved in Community/Charity

• Motivated-often by some need

• Able to rationalize actions
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Characteristics 
Compared to other types of crime, white collar criminals are:

• A higher percentage of women than men

• More affluent

• Older

• More likely to be married

• Less likely to have used alcohol/drugs

• Had more children

• Heavier

• Completed more grades in school

• More likely to be church members

Source: “How to Detect and Prevent Business Fraud” Albrecht
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Conditions Conducive to Fraud

• Weakness in the system of internal control -- segregation of duties and 
management overrides

• Independent and domineering individuals -- “nerves of steel”

• Weakness in management abilities of senior officers

• Poor maintenance of records in file storage areas

• Lack of effective internal audit

• Limited or no review of employee accounts

• Lack of Board involvement or weak Audit Committee

• Poor staff morale or high turnover

• Incomplete or missing documentation
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Conditions Conducive to Fraud

• Unusual relationship between borrower and respective loan officer

• High levels of personal indebtedness by employee

• Accounts which do not balance, such as “suspense”, “official checks”, 
“cash items” or “clearings”

• Accounts which are force balanced and which have high volume of 
activity

• Decisions made by one dominant individual

• Out-of-area lending

• Frequent deviation from policies, procedures or common practices - lots 
of exceptions
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Fraud “Red Flags”

• Unusually high personal debts

• Living beyond one’s means

• Excessive gambling habits

• Alcohol problems

• Drug problems

• Feeling of being underpaid

• Feeling of insufficient recognition for job performance

• Poor credit rating
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Fraud “Red Flags”

• Consistent rationalization of poor performance

• Wheeler-dealer attitude

• Intellectual challenge to “beat the system”

• Criminal record

• Not taking vacations of more than two or three days

• A department that lacks competent personnel

• A department that does not enforce proper procedures for authorization 
of transactions

• No separation of duties between the accounting functions
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Fraud “Red Flags”

• No explicit and uniform personnel policies

• Inadequate attention to details

• Placing too much trust in key employees

• Pay levels not commensurate with the level of responsibility assigned

• Failure to discipline violators of company policy

• Not adequately checking background before employment
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Recent Fraud Schemes
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Recent Fraud Schemes - FBI National Press Office -
Fraudulent Electronic Funds Transfers

• Within the last several months, the FBI has seen a significant increase in 
fraud involving the exploitation of valid online banking credentials 
belonging to small and medium businesses, municipal governments, and 
school districts. 

• In a typical scenario, the targeted entity receives a “spear phishing” e-mail 
which either contains an infected attachment, or directs the recipient to an 
infected website. Once the recipient opens the attachment or visits the 
website, malware is installed on their computer. The malware contains a key 
logger which will harvest each recipient’s business or corporate bank account 
login information. 

• Shortly thereafter, the perpetrator either creates another user account with 
the stolen login information or directly initiates funds transfers by 
masquerading as the legitimate user. These transfers have occurred as both 
traditional wire transfers and as ACH transfers.
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Recent Fraud Schemes - Business Email Compromise (BEC) 
Schemes 

• “Romance scams,” which lull victims to believe that their online paramour 
needs funds for an international business transaction, a U.S. visit or some 
other purpose;

• “Employment opportunities scams,” which recruits prospective employees 
for work-from-home employment opportunities where employees are required 
to provide their PII as new “hires” and then are significantly overpaid by check 
whereby the employees wire the overpayment to the employers’ bank;

• “Fraudulent online vehicle sales scams,” which convinces intended buyers 
to purchase prepaid gift cards in the amount of the agreed upon sale price and 
are instructed to share the prepaid card codes with the “sellers” who ignore 
future communications and do not deliver the goods;

• “Rental scams” occur when renters forward a check in excess of the agreed 
upon deposit for the rental property to the victims and request the remainder 
be returned via wire or check and back out of the rental agreements and ask 
for a refund; and

• “Lottery scams,” which involves persons randomly contacting email 
addresses advising them they have been selected as the winner of an 
international lottery.
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Fraudulent ACH Case Study 

• A bank customer's laptop was hacked into.  

• The person at the customer who inputs ACH transactions happened to look at 
her queue and noticed a $47,000 ACH for payroll that she had not input.  

• She cancelled the transaction before it processed, so the fraud did not occur.  
The customer called the bank and was advised to have all of their computers 
scanned by their IT person.  

• The customer did so and found numerous computers/laptops had viruses 
including the virus that copies password information (including answers to 
security questions).  The customer has since cleaned their computers and 
installed virus protection software.
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Fraudulent Wire Case Study 

• A loan assistant received an email from a customer, responded to the email, 
but forgot to attach the document the customer requested. 

• She called him and apologized for not attaching the information.  The customer 
had no idea what she was talking about (i.e. he had not sent the email).  

• A few days later, an email wire request for this customer came through.  The 
loan assistant called the customer immediately to ask if he had made the 
request.  He had not, so she did not process it.  

• The email had the request and a facsimile signature saved in the signature 
matched the customer's identically. 

• Somehow the fraudster had hacked into the customer's email and was able to 
send emails from their account as well as obtained bank employee names and 
email addresses.
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Fraudulent Electronic Funds Transfers
– Prevention Techniques

• Basic Internal Controls:
• Customer Verifications (ex. call-backs)
• Scheduled Transfers

• There are several technology solutions that help banks determine when multiple 
parties are “on-line” at the same time.  Also, “smart systems” are available to look 
at customer trends/patterns and will highlight unusual activity.

• Increased customer awareness and preventative techniques (security protocols, 
encryption, malware software, etc.).
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Fraudulent Electronic Funds Transfers
– Prevention Techniques

MEDIA RELEASE

Conference of State Bank Supervisors
United States Secret Service
Financial Services-Information Sharing and Analysis Center

State and Federal Authorities Combat Corporate Account Takeover

Corporate Account Takeover is a form of business identity theft where cyber thieves gain 
control of a business’ bank account by stealing employee passwords and other valid 
credentials.  Thieves can then initiate fraudulent wire and ACH transactions to accounts 
controlled by the thieves.  

Sponsoring organizations created a Task Force aimed at mitigating the risks of Corporate 
Account Takeover. The Task Force developed a list of nineteen processes and controls for 
reducing the risks of Corporate Account Takeovers.  These processes and controls 
expand upon a three-part risk management framework developed by the FS-ISAC, the US 
Secret Service, the Federal Bureau of Investigation, and the Internet Crime Complaint Center 
(IC3) .  Fundamentally, a bank should implement processes and controls centered on three 
core elements:  Protect; Detect; and Respond.
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Fraudulent Electronic Funds Transfers
– Prevention Techniques

PROTECT
Implement processes and controls to protect the financial institution and corporate 
customers.

P1. Expand the risk assessment to include corporate account takeover.
P2. Rate each customer (or type of customer) that performs online 

transactions.
P3. Outline to the Board of Directors the Corporate Account Takeover issues.
P4. Communicate basic online security practices for corporate online 

banking customers.
P5. Implement/Enhance customer security awareness education for retail and 
high risk business account holders.  
P6. Establish bank controls to mitigate risks of corporate accounts being 
taken over.
P7. Review customer agreements.
P8. Contact your vendors to regularly receive information regarding reducing 
the risk of Corporate Account Takeovers. 
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Fraudulent Electronic Funds Transfers
– Prevention Techniques

DETECT
Establish monitoring systems to detect electronic theft and educate employees and 
customers on how to detect a theft in progress.

D1. Establish automated or manual monitoring systems. 
D2. Educate bank employees of warning signs that a theft may be in 

progress.   
D3. Educate account holders of warning signs of potentially compromised 
computer systems. 
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Fraudulent Electronic Funds Transfers
– Prevention Techniques

RESPOND
Prepare to respond to an incident as quickly as possible (measured in minutes, 
not hours) to increase the chance of recovering the money for your customer.  

R1. Update incident response plans to include Corporate Account 
Takeover.

R2. Immediately verify if a suspicious transaction is fraudulent.
R3. Immediately attempt to reverse all suspected fraudulent transactions.
R4. Send a “Fraudulent File Alert” through FedLine.
R5. Immediately notify the receiving bank(s) of the fraudulent 

transactions and ask them to hold or return the funds.
R6. Implement a contingency plan to recover or suspend any 

systems suspected of being compromised.
R7. Contact law enforcement and regulatory agencies once the initial 

recovery efforts have concluded.
R8. Implement procedures for customer relations and documentation 

of recovery efforts.
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Recent Fraud Schemes

Loan Documentation Fraud – Case Study 1

• Citigroup Inc. said that it has discovered at least $400 million in fraudulent 
loans in its Mexico subsidiary and said employees may have been in on the 
crime.

• The bad loans were made to Mexican oil services company Oceanografia 
OCNGR.UL, a contractor for Mexican state-owned oil company Pemex 
PEMX.UL.

• Oceanografia borrowed from Citigroup's Mexican unit, Banco Nacional de 
Mexico, known as Banamex, using expected payments from Pemex as collateral.

• In recent weeks, Banamex learned that Oceanografia appeared to have falsified 
invoices to Pemex that were collateral for loans. The bank wrote down about 
$400 million of loans backed by the bogus invoices.
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Recent Fraud Schemes

Loan Documentation Fraud – Case Study 1  (continued)

• Citigroup noted that a Banamex employee had processed the fraudulent invoices 
that appeared to be from Oceanografia, and said that it is "not clear how many 
people were involved in the fraud.“

• "I can assure you there will be accountability for those who perpetrated this 
despicable crime and any employee who enabled it, either through lax 
supervision, circumvention of our controls or violating our code of 
conduct," Citigroup’s CFO stated.
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Recent Fraud Schemes

Loan Documentation Fraud – Case Study 2

• A former loan officer at Wilmington Trust in Delaware is facing jail time after 
pleading guilty to bank fraud.

• Joseph Terranova conspired to extend credit to borrowers on terms that would 
not have been approved by the bank, the Justice Department charged in an 
indictment filed in April with the U.S. District Court in Wilmington.

• Terranova, who faces a maximum penalty of five years imprisonment and a 
$250,000 fine, also was accused of loaning money to customers to enable them 
to stay current on loans and caused the bank to misreport loans that were past 
due or troubled.
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Recent Fraud Schemes

Loan Documentation Fraud – Case Study 2  (Continued)

• "We hope that in bringing these charges and securing a conviction, others will be 
deterred from engaging in similar conduct," U.S. Attorney Charles Oberly III said 
in a press release.

• Terranova "concealed the bank's true financial condition by engaging in 'extend 
and pretend' schemes to keep loans current and to hide past-due loans from 
regulators and investors," added Christy Romero, the special inspector general 
for Tarp.
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Recent Fraud Schemes

Loan Documentation Fraud – Case Study 3

• India’s Punjabi National Bank (PNB) disclosed exposure to a loss of just less 
than $1.8 billion due to fraudulent loan guarantees given to famous jeweler 
Nirav Modi and companies related to his uncle Mehul Choksi. The initial PNB 
disclosure led to two junior bank officials’ arrests and kicked off a scandal that, 
continues expanding in scale, scope and potential implications.

• In what has been dubbed the biggest fraud in India’s banking history, PNB and 
police have accused two jewelry groups - one controlled by diamond tycoon 
Nirav Modi and the other by his uncle Mehul Choksi - of colluding with bank 
employees to get credit from overseas banks using fraudulent guarantees. 

• Both Choksi and Modi have denied the allegations and lawyers for the two key 
accused PNB employees in the case have also said they are innocent. 
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Recent Fraud Schemes

• Direct Access to IRS Information

• Cross-Reference Disclosed Data
• Name
• Social Security number
• Property Ownership
• Tax Records
• Employment History

• Strong Policies/Procedures

• No Policy Deviation, Without Approved Exception Documentation

• Effective Segregation of Duties/Responsibilities 

Loan Documentation Fraud Prevention
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Recent Fraud Schemes

Teller Cash Fraud

• A head teller stole over $7 million in cash from the cash vault at a $52-million 
credit union, forcing regulators to liquidate the 70-year-old institution.  

• The teller confessed to stealing the money by walking out of work on a weekly 
basis with stacks of $100 bills, sometimes containing as much as $100,000.  

• The teller was able to hide her thefts by making journal entries into the vault cash 
account whenever there was an audit or cash count by the credit union 
supervisory committee, and then making adjusted entries after those counts were 
completed. 
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Recent Fraud Schemes

Teller Cash Fraud  (Update)

• The teller was sentenced to eight years and eight months in prison and ordered 
to repay the stolen funds, but that is unlikely because she gambled them all away 
on Ohio River casino boats. She stole $7 million over 46 months, a total of about 
$150,000 every month, or about $37,000 every week.

• A bond company paid $2 million of the loss, but about $5 million had to be written 
off as an expense. 

• The theft bankrupted the $52 million credit union, forcing it to merge with a larger 
credit union.
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Teller Cash Fraud 
– Preventative Techniques

Surprise Cash Counts

• Include all cash supplies and cash items (returned checks, food stamps, 
redeemed bonds, etc.) assigned to the teller.

• Physically count each bill in the teller’s possession.  For Vault Tellers, physically 
count all loose bills and large bills ($50s and $100s); sample count strapped 
$20s, $10s, $5s and $1s (“fan” straps not counted).  For any currency in “Fed 
wrapped” packages, open packages and “fan” bills to ensure legitimacy.  For 
bagged shipments, either verify or control until pick-up and positively confirm with 
receiver.  For bagged coin, “feel” contents (i.e. pennies are smaller than quarters) 
and verify on a sample basis.

• Balance cash counted back to the general ledger (i.e. the last time the teller 
actually balanced to the general ledger). 



©2018 Crowe LLP 3030

Teller Cash Fraud 
– Preventative Techniques (continued)

• If the teller was counted at any time subsequent to teller balancing (i.e., the teller 
balanced to the general ledger at 2pm, but the count was performed at 4pm), 
physically verify and control any post cut-off work (i.e. actual cash ins and cash 
outs).  Do not rely on teller tape/machine totals, as these can be easily mis-
represented. 

• On the day following the cash count, ensure Teller Balancing did not make any 
adjustments to the teller’s general ledger cash balance.  If so, the individual 
responsible for performing the surprise cash count should investigate for 
propriety.

• On the day following the cash count, ensure there are no outstanding “Cash in 
Transit” on the general ledger for the teller.  If there are, follow to ensure 
propriety.
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Recent Fraud Schemes

Certificates of Deposit Fraud

• A former Bank of America employee in Massachusetts has been sentenced to 
three to five years in state prison for stealing more than $2 million from her 
clients.

• Elaina Patterson, 54, used her position as a personal banker at a bank 
branch in Reading, Mass., to swindle friends, family members and other 
customers.

• She persuaded family members and friends to invest nearly $4.5 million in 
accounts that she claimed carried above-average interest rates of between 10% 
and 15%. After issuing fake certificate of deposit receipts and forms to 
convince her investors that the accounts were real, Patterson used their money 
to make payments to other investors and for her personal use.
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Certificates of Deposit Fraud –
Preventative Techniques

• Ensure the “vault supply” is maintained under dual control. 

• Ensure the “working supply” is locked in the vault at night. 

• Ensure the “working supply” is assigned to designated individual(s) for 
accountability. (Note: Normally, CSRs keep the working supply.)

• Someone independent of sales and custody (or dual control) daily/weekly verifies 
sold items from the working supply. 

• For book entry certificates, controls should be in place to ensure that receipts 
given to customers for purchased certificates are compared to the deposit 
subsystem.
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Recent Fraud Schemes

Fictitious General Ledger Entry
• A former assistant manager pleaded guilty Friday to stealing more than 

$525,000.

• The thirty-year-old said she stole the funds by creating fictitious accounts 
and false teller entries of unauthorized and fraudulent loans, deposits, 
check disbursements and transfers, in order to divert funds from customer 
accounts.

• She also confessed to destroying records to conceal the scheme.
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Recent Fraud Schemes

Fictitious General Ledger Entry

• The former operations manager and head teller were convicted of stealing 
almost $600,000 by crediting their own accounts from general ledger funds.

• The 35-year-old former operations manager was sentenced to 12 months in 
prison and ordered to pay $395,000 in restitution.

• Earlier, the former head teller pleaded guilty to embezzling $185,000.

• Prosecutors said the employees had control over their own accounts and each 
woman stole the funds by depositing money from general ledger accounts 
into their own checking accounts.
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Recent Fraud Schemes

Fictitious General Ledger Entry – Wire Transfer
• The former senior VP and CFO has been being charged with embezzling more 

than $339,000.

• Charges were filed against a 56 year old man, who was accused of wiring 
money from the general account to a personal account in order to cover stock 
market losses, according to Jackson County prosecutors.

• If convicted, he could face 20 years in prison.
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Fictitious General Ledger Entry –
Preventative Techniques

• Effective reconciliation of general ledger accounts:

• All general ledger balance sheet accounts and in-house deposit accounts should be 
properly reconciled (the general ledger/in-house deposit account balance agreed to a 
subsidiary record, reconciling items adequately dated/described and followed to 
clearance, and the reconcilement form signed/dated by a preparer and approver) on a 
timely basis.  In addition, reconciling items should clear the accounts timely and 
properly. 

• Segregation of Duties

• Effective Supervision
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Identity Theft

Synthetic Identity Fraud:
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Credit Card Fraud Graphic 
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Recent Fraud Schemes

Credit Card Identity Theft 
• The FBI recently reported that it broke up a credit card gang for allegedly 

creating thousands of phony identities to steal at least $200 million. 

• The fraudsters made up more than 7,000 false identities by creating fraudulent 
identification documents and credit profiles with the major credit bureaus, 
pumping up the credit of the false identities by providing false information to the 
credit bureaus about the identities’ creditworthiness, running up large loans 
using the false identities and never paying back the loans. Of course, the higher 
the fraudulent credit scores, the larger the loans the fraudsters could obtain.
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Recent Fraud Schemes

Credit Card Identity Theft (continued)
• The fraudsters allegedly used sham companies, complicit merchants and 

black-market businesses to pull off their crimes. 

• They purchased millions in gold, expensive cars, electronics and clothing. They 
set up bank accounts in Romania, China, Japan, Canada, the United Arab 
Emirates, India and Pakistan to wire millions of dollars.

• The U.S. Department of Justice (DOJ) charged 18 individual between the ages 
of 31 and 74 with one count each of bank fraud. Each could be required to pay a 
$1 million fine and be sentenced up to 30 years in prison if found guilty. 
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Recent Fraud Schemes

Debit Card Identity Theft

• It took 13 hours for eight people to steal $2.4 million in New York City 
through 3,000 ATM withdrawals. The DOJ charged them for belonging to a 
New York cell of an international operation that stole approximately $45 million 
from two banks by using stolen prepaid debit card data. 

• The attackers are accused of breaching the card processors' networks, where 
they removed transaction limits from prepaid card accounts and then encoded 
numbers swiped from the banks onto magnetic-stripe cards. The people arrested 
in New York allegedly used the cloned prepaid cards at ATMs. 

See next Slide for the rest of the story…..!
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Recent Fraud Schemes

Rob Banks from the Inside
USA Today 2/17/2015

• Kaspershy Lab, a Moscow based security firm, released a report showing that a 
gang of international hackers stole approximately $1 Billion from over 100 
banks over 30 countries by using malware to take over the banks’ internal 
operations.

• The gang used phishing and other social engineering techniques to infect 
bank employee computers.  Once a virus infected a single bank computer, it 
then spread throughout the bank’s internal network giving the gang access to 
customer data and various areas of bank operation.

• One scheme was to use the gained access to infiltrate the bank’s ATM 
network and dispense cash remotely.  One bank lost up to $7.3 million this 
way.

• Losses per bank ranged from $2.5 million to $10 million.   
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Recent Fraud Schemes

Identity Theft – Bankcard Fraud 

• Three individuals have been sentenced to three years, five months in 
federal prison for conspiracy to commit bank fraud in connection with their 
scheme to deposit fraudulent checks.

• The scheme generally worked as follows: the defendants would post 
advertisements on social media sites, such as Instagram, seeking 
individuals who had bank accounts with certain financial institutions and 
were looking to make “fast cash.”

• Upon learning of an interested party, the defendants would obtain the 
individual’s bank account information—including account number, 
PIN number, online banking information, and debit card. The 
defendants then deposited checks that had been stolen or were for 
closed bank accounts into the compromised bank account, and would 
withdraw the funds as cash before the financial institution realized that the 
checks were not valid.  In total, the defendants deposited more than 
one million dollars in invalid checks into the compromised bank 
accounts and withdrew over $600,000 in cash.
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Recent Fraud Schemes

Real Estate Broker Identity Theft  

• The settlement agent receives a message from the buyer’s real estate agent 
instructing them to release the earnest money and deposit back to their client. 
The email gives wire instructions for the buyer’s account. 

• It later turns out that the actual real estate agent did not send this message, 
though it came from their email address, and even had other attachments 
relating to the transaction. 

• The buyer’s real estate agent’s email account had been “high jacked” and a 
criminal was watching the email traffic in order to intervene at just the right 
moment and send their own message via the real estate agent’s account. There 
is no way to distinguish that it is not really from the true real estate agent.

44 of 81
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Recent Fraud Schemes

Loan Fraud Identity Theft 

• Martin Ross, 52, a senior vice president with Town Square Bank (Ashland, 
Kentucky) is facing multiple charges after processing loans for $1.4 million to 
fake clients.

• Ross processed loans through the bank for several fictitious clients. Names 
were found to be fraudulent through the National Crime Information Center, 
where the Social Security numbers and dates of birth belonged to other real 
Kentucky residents.

• Electronic documents were provided by the bank from Ross' computer that 
contained a blank deed, which Ross altered to get loans and credit reports 
that were also able to be altered.

45 of 81
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Identity Theft – Preventative Techniques

• Enhanced customer awareness and training.

• Compliance with Section 114 (Red Flag Guidelines) and Section 315 
(Reconciling Address Discrepancies) of the Fair and Accurate Credit Transaction 
Act (FACT Act).  Including monitoring of 26 known “red flags”, grouped as 
follows:

• Alerts, Notifications or Warnings from a Consumer Reporting Agency

• Suspicious Documents

• Suspicious Personal Identifying Information

• Unusual Use of, or Suspicious Activity Related to, the Covered Account

• Notice From Customers, Victims of Identity Theft, Law Enforcement Authorities, or 
Other Persons Regarding Possible Identity Theft in Connection With Covered Accounts 
Held by the Financial Institution or Creditor
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Identity Theft – Preventative Techniques (continued)

• Multifactor Authentication - Using more than one of the following ways to confirm 
identity:

• What you know (user ids, pin numbers, passwords)

• What you have (card, token)

• What you are (your fingerprint, retina pattern)

• Shared Secret—Prompts a user to enter multiple pieces of information that only that 
user would know (e.g., mother's maiden name, last transaction amount, etc.) 
(Passmark [RSA], custom solutions)

• GeoLocation—Confirming that the location from which the user authenticates is 
consistent with trends or other information on hand about the user

• Related foot-printing techniques include checking time of day, computer or MAC 
Addresses, etc. (Passmark, Cyota—both acquired by RSA in 2006)
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Phishing Scams

 
TO: CHIEF EXECUTIVE OFFICER (also of interest to Security Officer) 
SUBJECT: Consumer Alert  
Summary: E-mails fraudulently claiming to be from the FDIC are attempting to get recipients to 

click on a link, which may ask them to provide sensitive personal information. These 
e-mails falsely indicate that FDIC deposit insurance is suspended until the 
requested customer information is provided.  

 

The Federal Deposit Insurance Corporation (FDIC) has received numerous reports from consumers who 
received an e-mail that has the appearance of being sent from the FDIC. The e-mail 
informs the recipient that "in cooperation with the Department of Homeland Security, federal, state and 
local governments…" the FDIC has withdrawn deposit insurance from the recipient's account "due to 
account activity that violates the Patriot Act." It further states deposit insurance will remain suspended 
until identity and account information can be verified using a system called "IDVerify." If consumers go to 
the link provided in the e-mail, it is suspected they will be asked for personal or confidential information, 
or malicious software may be loaded onto the recipient's computer. 

This e-mail is fraudulent. It was not sent by the FDIC. It is an attempt to obtain 
personal information from consumers. Financial institutions and consumers 
should NOT access the link provided within the body of the e-mail and should 
NOT under any circumstances provide any personal information through this 
media. 
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Phishing Scams

OCC Issues Alert on Fraudulent Letters  
•The Office of the Comptroller of the Currency issued an alert about fraudulent 
letters -- distributed via email, fax, or postal mail -- involving funds purportedly 
under the control of the OCC and other government entities. 

“The letters may indicate that funds are being held by the Halifax Bank, London, 
England, and that the recipient will be required to pay a mandatory express 
service charge to have the funds released,” the OCC said. The letters are “being 
sent to consumers in an attempt to elicit funds from them and to gather personal 
information to be used in possible future identification theft.” 

The letters also contain forged signatures of former OCC officials and a fictitious 
email address. The agency emphasized that any document claiming that the OCC 
is involved in holding any funds for the benefit of an individual or entity is 
fraudulent. “The [agency] does not participate in the transfer of funds for, or on 
behalf of, individuals, business enterprises or governmental entities,” the OCC 
said. 
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Phishing Scams

ABA Warns Consumers of ‘Grandparent Scam’ 

• ABA issued a press release warning consumers of impersonation scams --
commonly referred to as “grandparent scams” -- where criminals deliberately 
target older Americans by posing as family members or friends. According to the 
Federal Trade Commission, more than $42 million was lost to this type of fraud 
between 2012 and 2014. 

• “Fraudsters have no problem preying on your goodwill to get inside your wallet,” 
said Corey Carlisle, executive director of the ABA Foundation. “They’re using 
social media and internet searches to fabricate convincing stories, so be careful, 
trust your gut and do your best to confirm who you’re dealing with before sending 
any money.” 

50 of 81
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Phishing Scams – Preventative Techniques

• Never follow a link in an email and reveal personal data.  Go to websites 
independent of the email.

• Use non-internet means (ex. a phone call) to verify a source.  In doing 
so, do not accept a phone number in the email (use outside source).

• Ensure that email firewalls are current and frequently tested.

• Install automated email verification and email filters.

• Adopt user education and training, including periodic testing of 
employees.

• Cordon off or “sandbox” suspect emails.
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Phishing Scams – Preventative Techniques

Verify the Sender 

• An email authentication standard called DMARC is being adopted slowly 
in financial services – 19% of banks use it, according to a study 
conducted by Return Path, an email security software provider. 

• The DMARC protocol provides a set of checks that verify an email truly 
came from the domain in its address

• Emails that don’t check out can be monitored, quarantined or rejected 
outright, so they don’t hit anyone’s inbox.
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CyberSecurity Threats – A History
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CyberSecurity Threats – A History
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CyberSecurity Threats – A History



©2018 Crowe LLP 5656

CyberSecurity Threats Today
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Threat Actors

Source: 2018 Verizon Data Breach Investigations Report
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CyberSecurity Threats

Biggest Cyber Threats
• Mobile Malware:  Studies show that more than 90% of malware is likely to be 

focused on Androids with a “high probability” of the first appearance of a mass “worm” 
spreading itself through text messages.

• Medical Identity Theft:  The Ponemon Institute stated that 94% of Medical 
Organizations that reported in their recent study had a least one data breach in the 
last two years.

• Targeted Attacks:  Also know as “Spear Phishing” or “Whaling” will continue to be on 
the rise.  These are sophisticated attacks on “C Suite” and key operational personnel 
(ex. the Payroll Clerk).

• Ransom Malware:  Malware designed to “capture” data from individuals and 
businesses and hold it hostage until a fee is paid.

• Intercepting Text Messages:  Using malware that can read text messages of others, 
like authentication codes sent by banks to verify on-line transactions.

• Hacktivism: Vigilantly data or disruption of service attacks.
• Cloud Attacks:  Attacks to stored data via cloud technology.  This would be “hyper 

jacking” since thousands of users could be affected.   
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Recent Fraud Schemes

N.Y. Fed Points Finger at Swift in $80 Million Cybertheft

• Hackers broke into the Central Bank of Bangladesh's servers and stole its 
credentials for Swift payment transfers. The hackers used those credentials to 
wire $80 million from the bank's account at the New York Fed to accounts in the 
Philippines and Sri Lanka, Agence France-Press reported. The Fed says the Society 
for Worldwide Interbank Financial Telecommunication is to blame.

• "To date, there is no evidence of any attempt to penetrate Federal Reserve systems 
in connection with the payments in question, and there is no evidence that any Fed 
systems were compromised," a spokesperson said. "The payment instructions in 
question were fully authenticated by the Swift messaging system in accordance 
with standard authentication protocols. The Fed has been working with the central 
bank since the incident occurred, and will continue to provide assistance as 
appropriate."
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Recent Fraud Schemes

N.Y. Fed Points Finger at Swift in $80 Million Cybertheft (continued)

• Sending a message through the Swift system generally requires an identification number, 
an account number, and a password. Swift reviews and verifies the message for 
completeness. If no second factor of authentication was required for the Central Bank 
of Bangladesh's transactions, then the hackers could meet Swift's requirements by 
using the information they stole from the Bangladesh bank.

• The New York Fed did see signs of unusual activity after the fact — Bangladeshi 
officials told Reuters that the unusually high number of payment instructions and the 
transfer requests to private entities, rather than other banks, made the Fed 
suspicious and that it alerted the Bangladesh bank. But its fraud detection 
systems did not catch the transactions before they went through.

• While four requests to transfer a total of $81 million to the Philippines went through, a 
fifth, for $20 million, to a Sri Lankan nonprofit organization, got held up 
because the hackers misspelled the name of the organization, Reuters reported. 
Instead of "foundation," the hackers typed "fandation." This prompted a routing bank, 
Deutsche Bank, to seek clarification from the Bangladesh central bank, which 
stopped the transaction.
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Data Breach Costs

• The average cost of a data breach globally is $3.86 million, a 
6.4 percent increase from 2017.

• The costs associated with "mega breaches" (ranging from 1 
million to 50 million records lost), cost companies between $40 
million and $350 million respectively. The average time to 
detect and contain a mega breach was 365 days – almost 100 
days longer than a smaller scale breach (266 days).

• U.S. companies experienced the highest average cost of a 
breach at $7.91 million.   The lowest total cost of a breach was 
$1.24 million in Brazil.

Per 2018 Cost of a Data Breach Study, Sponsored by IBM Security and conducted by Ponemon Institute
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Data Breach Responses
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Recent Fraud Schemes

Data Breach
• Equifax was hit with a data breach that may have compromised personal data of 

143 million U.S. consumers.

• Identity theft - Social Security numbers, birth dates, addresses and, in some 
instances, driver's license numbers for 143 million people were exposed in the 
breach, in which criminals exploited a website application vulnerability to gain 
access to Equifax files. In addition, credit card numbers for about 209,000 U.S. 
consumers and certain dispute documents with personal identifying information 
for roughly 182,000 U.S. consumers were vulnerable. Equifax says the 
unauthorized access occurred from mid-May through July 2017.

• Rep. Brad Sherman, D-Calif., who serves on the House Financial Services 
Committee, said he was focusing on an arbitration clause that Equifax included 
as part of the terms attached to using a credit monitoring service it was providing 
to exposed consumers.  “Equifax saying we exposed your data, we created real 
concern and we used that to sneak in an arbitration provision is outrageous," 
Sherman said in an interview. (After the initial requirement for mandatory 
arbitration, the company later reversed course.)
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Recent Fraud Schemes

ATM Jackpotting

• ATM “jackpotting” is a method in which thieves break directly into ATMs, install 
malicious software or hardware that makes the machines spit out cash. 

• The thieves primarily are going after Diebold Opteva 500 and 700 series cash 
machines in remote, stand-alone locations. They gain physical access to the cash 
machine, then use jackpotting malware referred to as Ploutus and specialized 
electronics to control the operations of the ATM. 

• The attackers “typically use an endoscope — a slender, flexible instrument 
traditionally used in medicine to give physicians a look inside the human body —
to locate the internal portion of the cash machine where they can attach a cord 
that allows them to sync their laptop with the ATM’s computer.  Once this is 
complete, the ATM is controlled by the fraudsters and the ATM will appear “out of 
service” to potential customers.
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CyberSecurity – Preventative Techniques

• Implement a formal and up-to-date cybersecurity program.

• Designate a cybersecurity leader with appropriate authority and resources.

• Inventory, assess, and prioritize IT systems, data stores, vendors and suppliers, 
and potential cybersecurity risks.

• Employ procedures to detect and contain cyberattacks – not just to prevent them.

• Create and maintain a plan for responding to cybersecurity incidents.

• Use testing, assessments, and continuous improvement as core elements of your 
cybersecurity plan.

• Institute a cybersecurity culture, coming from the Board down, and integrate 
cybersecurity into your enterprise risk management (ERM) program.
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CyberSecurity – Preventative Techniques (continued)

• Improve education and training across the organization. 

• Keep pace with cyber threats; banks must stay aware and inform employees 
of new threats.

• Prioritize areas in order to allocate the appropriate resources to mitigate the 
largest risks. 

• Explore cybersecurity insurance. 

• Evaluate whether employees should be permitted to use personal devices to 
connect to the network, as this may inadvertently open the Bank to additional 
risks. 

• Utilize the Federal Financial Institutions Examination Council (FFEIC) 
assessment tool.

• Compliance with all aspects of the Gramm-Leach-Bliley Act (GLBA).

https://www.ffiec.gov/cyberassessmenttool.htm
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CyberSecurity – Preventative Techniques (continued)

• If a breach occurs, follow FFIEC Guidance - Security Breaches:

• “Assess the nature and scope of an incident and identify what customer 
information systems and types of customer information have been accessed 
or misused.”

• “Notify its primary federal regulator as soon as possible when the institution 
becomes aware of an incident involving unauthorized access to or use of 
sensitive customer information.”

• “File a timely Suspicious Activity Report (SAR), and in situations involving 
federal criminal violations requiring immediate attention, such as when a 
reportable violation is ongoing, promptly notifying appropriate law 
enforcement authorities.”

• “Notify customers when warranted in a manner designed to ensure that a 
customer can reasonably be expected to receive it.” 
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CyberSecurity Threats

Cyber Attacks Involving Extortion

• The FFIEC recently issued a statement to notify financial institutions of the 
increasing frequency and severity of cyber attacks involving extortion. 

• Financial institutions should develop and implement effective programs to ensure 
the institutions are able to identify, protect, detect, respond to, and recover from 
these types of attacks.

• Cyber criminals and activists use a variety of tactics, such as ransomware, 
denial of service (DoS), and theft of sensitive business and customer 
information to extort payment or other concessions from victims. 

• In some cases, these attacks have caused significant impacts on businesses’ 
access to data and ability to provide services. Other businesses have incurred 
serious damage through the release of sensitive information.
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Ransomware - Recent Fraud Schemes

• Ransomware is a type of malicious software (malware) that 
encrypts users' files or blocks access to their computer systems 
until the user pays the criminal a fee to release them. This 
exploitation scam targets and exploits both human weaknesses 
and technical vulnerabilities, in that malware is often delivered 
through email via infested attachments and links that direct users 
to an infected website. 

• In May 2016, the FBI reported that ransomware infections caused 
more than $1.6 million in losses in 2015 for individuals and 
businesses of all sizes. The impact to businesses can be 
devastating, as these attacks can result in the temporary or 
permanent loss of sensitive or proprietary information, disruption 
to operations, financial losses incurred from disrupted business 
operations and restoring systems and files, and potential harm to 
the institutions' reputation.
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Ransomware – Preventative Techniques

• Always use antivirus software and a firewall.

• Enable popup blockers.

• Always back up the files on your computer and mobile devices 
and keep the backups offline.

• Be cautious when opening emails or attachments you're not 
expecting or from senders you do not know.

• Always avoid suspicious websites.
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In accordance with applicable professional standards, some firm services may not be available to attest clients.

This material is for informational purposes only and should not be construed as financial or legal advice. Please seek guidance specific to your organization from qualified advisers in your jurisdiction. 

© 2018 Crowe LLP, an independent member of Crowe Global. 

Matt Davis
Phone  864 630 8357
matthew.davis@crowe.com

Thank you
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